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HacTtpouka SSTP cepBepa Ha Almalinux 8

1. MoaroToBKka OKpy>XXeHus

YcTaHOBMM HeObOXxoauMble YTUJINUTHI ANA KOMNIUIAULUN N paGOTbI cepsBepa:

sudo dnf install wget make gcc binutils tar -y

(Mpun He0bXOAMMOCTU MOXHO 3apaHee BKAYNTb EPEL-peno3uTopuin Ans AONOJHUTENbHbIX NaKEeTOoB:)

sudo dnf install epel-release -y

2. CkauuBaHue u coopka SoftEther VPN Server

wget
"https://www.softether-download.com/files/softether/v4.41-9787-rtm-2023.03.1
4-tree/Linux/SoftEther VPN Server/64bit - Intel x64 or AMD64/softether-
vpnserver-v4.41-9787-rtm-2023.03.14-1linux-x64-64bit.tar.gz"

tar -xzf softether-vpnserver-+*.tar.gz

cd vpnserver

make

cd ..

sudo mv vpnserver /usr/local

3. HacTtpouka npaB u SELinux

sudo chmod -R usr/local/vpnserver

sudo chmod usr/local/vpnserver/vpnserver /usr/local/vpnserver/vpncmd
#sudo chcon -Rv -u system u -t bin t /usr/local/vpnserver/vpnserver
#sudo semanage fcontext -a -t bin t '/usr/local/vpnserver/vpnserver'
#sudo restorecon -v '/usr/local/vpnserver/vpnserver'

sudo semanage fcontext -a -t bin t '/usr/local/vpnserver(/.*)?'

sudo restorecon -Rv '/usr/local/vpnserver'

4. Co3paHue systemd-cepBuca

Co3paém dhann /etc/systemd/system/softether-vpnserver.service co cnegyowmm CoaepXXnMbIM:

Unit
Description=SoftEther VPN server
After=network-online.target
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Service
Type=forking
ExecStart=/usr/local/vpnserver/vpnserver start
ExecStop=/usr/local/vpnserver/vpnserver stop

Install
WantedBy=multi-user.target

Mepe3arpy3mm gemMoHa 1 BKJIOYUM aBTO3anycK:

sudo systemctl daemon-reload
sudo systemctl enable softether-vpnserver
sudo systemctl start softether-vpnserver

5. OTKpbiTHE NopTa B OpaHamayape

SSTP paboTaeT noBepx SSL/TLS Ha TCP 443:

sudo firewall-cmd --zone=public --add-port= tcp --permanent
sudo firewall-cmd --reload

6. ba3zoBas HacTpouka SSTP-cepBepa 4yepe3 vpncmd

3anyckaem yTUINTY yrnpaBieHus

sudo /usr/local/vpnserver/vpncmd /SERVER
B nHTepdence:

e Co3pnaTb BUPTYanbHbI Xab onsa SSTP:
HubCreate SSTP

e YCTaHOBWTb NapoJib agMUHUCTPaTOpPA:
ServerPasswordSet

e Bkntountb SecureNAT (BcTpoeHHbIn NAT/DHCP):
SecureNatEnable

e NepenTn B Xab n cozpatb VPN-nonb3oBaTens:

Hub SSTP
UserCreate <umfA_nonb3oBaTtesns
UserPasswordSet <umsa_nosnb3oBaTens
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e CreHepupoBaTb SSL-cepTugumkaT (3ameHnTe yourdomain.com):

ServerCertRegenerate yourdomain.com
ServerCertGet yourdomain.com.cer

e BknoynTb SSTP:
SstpEnable yes
e Buiitu:
exit
Mepe3sanycTutb cnyxby softether-vpnserver:

sudo systemctl restart softether-vpnserver

7. BKNOYMTb MapLUpyTU3aumio U HacTtpouTb NAT
(mackapapuHr) B Firewalld

e lobaBbTe B /etc/sysctl.d/99-sysctl.conf:
net.ipv4.ip forward 1
e [IPUMEHNTb HAaCTPONKY:
sudo sysctl --system
e Bko4mTe MacKapaguHr:
sudo firewall-cmd --zone=public --add-masquerade --permanent
e (OnumoHanbHO) ECnn XoTUTE OrpaHMyYnTb MacKapaguHr Tosbko ans SSTP-noaceTw:

sudo firewall-cmd --permanent --direct --add-rule ipv4 nat POSTROUTING O \
-s 192.168.30.0 -0 eth® -j MASQUERADE

e [lepe3arpy3uTe firewalld:

sudo firewall-cmd --reload

BHelwlHUU cepTudukKar

sudo dnf install nginx certbot python3-certbot-nginx -y
sudo systemctl enable --now nginx

sudo firewall-cmd --zone=public --add-service=http --permanent
#sudo firewall-cmd --zone=public --add-service=https --permanent
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sudo firewall-cmd --reload
sudo certbot --nginx -d sstp.virtlab.space

sudo mkdir -p /etc/letsencrypt/renewal-hooks/deploy

sudo tee /etc/letsencrypt/renewal-hooks/deploy/softether-reload.sh
dev/null <<'EOF'

#!/bin/bash

LE DIR="/etc/letsencrypt/live/sstp.virtlab.space"
VPN _DIR="/usr/local/vpnserver"

# KonupyeM CBeXxumn cepTugrKaT 1 KoY
cp "$LE DIR/fullchain.pem" "$VPN DIR/server.crt"
cp "$LE DIR/privkey.pem" "$VPN DIR/server.key"

# CTaBuM npaBubHbIE NMpaBa
chmod 600 "$VPN DIR/server.crt" "$VPN DIR/server.key"
chown root:root "$VPN DIR/server.crt" "$VPN DIR/server.key"

# Mepe3anyckaem SoftEther, 4To6bLI OH NOAXBaTWUA HOBbIE (halb

systemctl restart softether-vpnserver

EOF

sudo chmod +x /etc/letsencrypt/renewal-hooks/deploy/softether-reload.sh

sudo cp /etc/letsencrypt/live/sstp.virtlab.space/fullchain.pem
usr/local/vpnserver/server.crt

sudo cp /etc/letsencrypt/live/sstp.virtlab.space/privkey.pem
usr/local/vpnserver/server.key

sudo chmod 600 /usr/local/vpnserver/server.{crt,key

sudo chown root:root /usr/local/vpnserver/server.{crt,key

HacTtpounka Ha ctopoHe Windows KnueHTa

1. YcTaHoBUTE cepTudurKaT sstp.cer B XoaHUNLLE NIOKaJIbHbIX LOBEPEHHbIX KOPHEBbLIX
cepThnnKaToB.

2. Co3paTb HOBOEe nogktodeHne SSTP, yka3aB B KayecTBe cepBepa dns-uMs yKasaHHoOe B
cepTuduKkare.

3. VPN type - SSTP

4. Yka3aTb 1UMs NnoJsib3oBaTesnd B (hopMaTe username@hub_name, T.e. username@sstp
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These changes will take effect the next time you connect.

Connection name

p
Server name or address
VPN type
Secure Socket Tunneling Protocol (SS5TP) v
Type of sign-in info
Username and password v

Username (optional)

@sstp

Password (optional)

Remember my sign-in info

5. B cBOMCTBax coeanHeEHNs Ha BKagke Security ykasaTb NpoTokosbl: PAP n MS-CHAPv2
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. N Properties X

General Options Security Networking Sharing
Type of VPM:
Secure Socket Tunneling Protocol (SSTP) o
Advanced settings
Data encryption:

Optional encryption (connect even if no encryption) e

Authentication

() Use Extensible Authentication Protocol (EAP)

@ Unencrypted password (PAP)
[ ]Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password (and domain, if any)
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