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ALDPro

aldpdcO1

Y6enntbCa, 4TO yCcTaHoBNAeHa AcTpa 1.7.6uu2 B pexxume CMONEHCK.

cat /etc/astra/build version
sudo astra-modeswitch getname
#sudo astra-modeswitch set 2

Mpn He0BX0AMMOCTY YBENNYNTL TakMaT 3anpoca nposs sudo ¢ 15 MUHYT Ao ...

#timestamp timeout
sudo nano /etc/sudoers

BbipesaTb networkmanager (B cnyvae uHctannaumm fly-dm)

sudo systemctl stop NetworkManager
sudo systemctl disable NetworkManager
sudo systemctl mask NetworkManager
sudo systemctl status NetworkManager

YCTaHOBUTbL cTaTu4eckun IP

sudo tee /etc/network/interfaces << EOF
auto lo
iface lo inet loopback

auto etho

iface eth0® inet static
address 10.2.0.10
netmask 255.255.255.0
gateway 10.2.0.1

EOF

sudo tee /etc/resolv.conf << EOF
nameserver 10.2.0.10

nameserver 10.2.0.11

search ald.company.lan

EOF

sudo systemctl restart networking

HacTpouTb nMs xocTa

sudo hostnamectl set-hostname aldpdcOl.ald.company.lan
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sudo tee /etc/hosts << EOF

127.0.0.1 localhost.localdomain localhost
10.2.0.10 aldpdcOl.ald.company.lan aldpdcOl
EOF

[06aBNTb MHTEPHET Peno3nTopum

sudo tee /etc/apt/sources.list << EOF

deb

https://dl.astralinux.ru/astra/frozen/1.7 x86-64/1.7.6/uu/2/repository-main/
1.7 x86-64 main contrib non-free

deb

https://dl.astralinux.ru/astra/frozen/1.7 x86-64/1.7.6/uu/2/repository-base/

1.7 x86-64 main contrib non-free
EOF

No6aBuTb peno3ntopuin ALDPro

sudo tee /etc/apt/sources.list.d/aldpro.list << EOF

deb [trusted=yes] https://dl.astralinux.ru/aldpro/frozen/01/2.4.1/
1.7 x86-64 main base

EOF

sudo apt update sudo apt list --upgradable sudo apt dist-upgrade -y -o
Dpkg::0ptions::=--force-confnew

YcTaHoBKa naketoB ALDPro

sudo DEBIAN FRONTEND=noninteractive apt install -q -y aldpro-mp aldpro-gc
aldpro-syncer

Beopg B gomeH

sudo aldpro-server-install -d ald.company.lan -n aldpdc0l -p 'P@sswOrd' --ip
10.2.0.10 --no-reboot --setup syncer --setup gc

MpoBepka cTaTyca NOAHATUA LOMEHa
sudo aldproctl status

sudo ipactl status
OTtkntoyveHne DNSSEC

sudo sed -i 's/dnssec-validation yes/dnssec-validation no/g' /etc/bind/ipa-
options-ext.conf

sudo systemctl restart bind9-pkcsll.service

sudo tee -a /etc/bind/ipa-options-ext.conf << EOF
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allow-recursion { any; };
allow-query-cache { any; };
EOF

HacTpownka rnobanbHoro nepeHanpasneHns DNS

e Ponu n cnyx6el canta —» Cnyxba paspeweHuns nMén - nobanbHasa KoHdurypaumns DNS
e YKa3zaTb IP-agpec BHelWHero pe3oseepa

NobaBnTb NpaBa a5 Y3 admin

kinit
ipa group-add-member 'ald trust admin' --user admin

aldppcO1

HacTponTb nms xocta
sudo hostnamectl set-hostname aldppcOl.ald.company.lan

sudo tee /etc/hosts << EOF

127.0.0.1 localhost.localdomain localhost
10.2.0.101 aldppcOl.ald.company.lan aldppcOl
EOF

sudo tee -a /etc/apt/sources.list << EOF

deb https://dl.astralinux.ru/astra/frozen/1.8 x86-64/1.8.1/repository-main/
1.8 x86-64 main contrib non-free non-free-firmware

EOF

sudo tee /etc/apt/sources.list.d/aldpro.list << EOF
deb https://dl.astralinux.ru/aldpro/frozen/01/2.4.1 1.8 x86-64 main base
EOF

sudo apt update sudo apt list --upgradable sudo apt dist-upgrade -y -o
Dpkg::0ptions::=--force-confnew

YcTtaHoBKa naketos ALDPro

sudo DEBIAN FRONTEND=noninteractive apt-get install -y -q aldpro-client
BBopg B AoMeH

sudo /opt/rbta/aldpro/client/bin/aldpro-client-installer --domain
ald.company.lan --account admin --password 'lgaz@wSX' --host aldppc@l --gui
--force

# --organizational-unit
"ou=ald. company. lan, cn=orgunits, cn=accounts,dc=ald, dc=company,dc=lan"
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Pennuka aldpdc02

Y6eauTbCs, 4TO ycTaHoBNEeHa AcTpa 1.7.6uu2 B pexxnme CMOSIEHCK.

cat /etc/astra/build version
sudo astra-modeswitch getname
#sudo astra-modeswitch set 2

Mpn HeobXoAMMOCTM YBENNYUTbL TaMalT 3anpoca Npons sudo ¢ 15 MuHyT 1o ...

#timestamp timeout
sudo nano /etc/sudoers

Bbipe3aTb networkmanager (B cnyyae nHctannauumm fly-dm)

sudo systemctl stop NetworkManager
sudo systemctl disable NetworkManager
sudo systemctl mask NetworkManager
sudo systemctl status NetworkManager

YCTaHOBUTbL CTaTu4eckun IP

sudo tee /etc/network/interfaces << EOF
auto lo
iface lo inet loopback

auto etho

iface ethO inet static
address 10.2.0.11
netmask 255.255.255.0
gateway 10.2.0.1

EOF

sudo tee /etc/resolv.conf << EOF
nameserver 10.2.0.10

nameserver 10.2.0.11

search ald.company.lan

EOF

sudo systemctl restart networking

HacTpouTb M4 xocCTa

sudo hostnamectl set-hostname aldpdc02.ald.company.lan
sudo tee /etc/hosts << EOF

127.0.0.1 localhost.localdomain localhost
10.2.0.11 aldpdc02.ald.company.lan aldpdc02
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EOF

N06aBNTb MHTEPHET peno3nTopun

sudo tee /etc/apt/sources.list << EOF

deb

https://dl.astralinux.ru/astra/frozen/1.7 x86-64/1.7.6/uu/2/repository-main/
1.7 x86-64 main contrib non-free

deb

https://dl.astralinux.ru/astra/frozen/1.7 x86-64/1.7.6/uu/2/repository-base/
1.7 x86-64 main contrib non-free

EOF

Nob6aBuTb peno3ntopuin ALDPro
sudo tee /etc/apt/sources.list.d/aldpro.list << EOF
deb [trusted=yes] https://dl.astralinux.ru/aldpro/frozen/01/2.4.1/

1.7 x86-64 main base
EOF

sudo apt update sudo apt list --upgradable sudo apt dist-upgrade -y -o
Dpkg: :0ptions::=--force-confnew

YcTtaHoBKa naketos ALDPro

sudo DEBIAN FRONTEND=noninteractive apt-get install -y -q aldpro-client
Ha 3Tane BBoja B floMeH

sudo tee /etc/resolv.conf << EOF

search ald.company.lan

nameserver 10.2.0.10
EOF

3abnokupoBaTb U3MeHeHMe hanna

sudo chattr +i /etc/resolv.conf
lNocne BBOAa B OMeH

sudo chattr -i /etc/resolv.conf
sudo tee /etc/resolv.conf << EOF
nameserver 127.0.0.1

search ald.company.lan
EOF

Bsopg B AoMeH

+0 history
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sudo /opt/rbta/aldpro/client/bin/aldpro-client-installer --domain
ald.company.lan --account admin --password 'lgaz@wWSX' --host aldpdc02 --gui
--force

BbinoNHUTL Nepe3arpysky
sudo reboot
OTkntoyeHme DNSSEC

sudo sed -i 's/dnssec-validation yes/dnssec-validation no/g' /etc/bind/ipa-
options-ext.conf

sudo systemctl restart bind9-pkcsll.service

HacTpowka rnobanbHoro nepeHanpasneHns DNS

e Ponn n cnyxbbl canta —» Cnyxxba pa3spelueHns uMEH - MnobanbHas KoHpuUrypaumsa DNS
e YKa3zaTb IP-afpec BHelLIHero pe3osieepa

NMopHATL ponb Ao pesepBHoro KN

MNpoasuxxeHne pesepsHoro KoHTposisiepa [lomeHa ocywectsnseTcs ¢ lNopTtana YnpaBneHus Ha
CTpaHuue YnpasneHne gomeHoM > CanTbl U cnyxbbl > KoHTpoanepbl LoMeHa.

e HaXaTb KHOMKY [HOBbIN KOHTPOJISIEP AOMEHa],
e BbibpaTh M3 cnncka cepsep dc-2.ald.company.lan n
e OCTajIbHble MapaMeTpbl, Kak NokKa3aHo Ha [lobaBneHne HOBOro KOHTPoIepa AOMEHa.
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YnpaeneHwe gomeHom > Caltel wcnyxbel » HOBbIA KOHTpONNep gomMeHa
~ OcHoBHOE
::' HMmn KOMNBOTERA OOA3aTENBHO
O -
MmMA canTa cbR3aTensHo
o -

[] HaznauuTk ponk rnofansHoOro Katanora

[] Hasuauwte pone pkiproxy

dopcupoBaTh NPoABMKEHNE

sudo aldpro-roles --iud --action install

Peno3sutopuu Aldprepo0O1l

YbeauTbcs, 4TO ycTaHoBNEeHa AcTpa 1.7.6uu2 B pexxnme CMONEHCK.

cat /etc/astra/build version
sudo astra-modeswitch getname
#sudo astra-modeswitch set 2

Mpy HEOBXOANMOCTKN YBENNYNTL TakManT 3anpoca npoas sudo ¢ 15 MUHYT Ao ...

#timestamp timeout
sudo nano /etc/sudoers

Bblpe3saTb networkmanager (B cnyyae nHctannauumm fly-dm)

sudo systemctl stop NetworkManager \
sudo systemctl disable NetworkManager \
sudo systemctl mask NetworkManager \

sudo systemctl status NetworkManager
YCTaHOBUTb CTaTu4eckun IP

sudo tee /etc/network/interfaces << EOF
auto lo
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iface lo inet loopback

auto etho

iface ethO inet static
address 10.2.0.12
netmask 255.255.255.0
gateway 10.2.0.1

EOF

sudo tee /etc/resolv.conf << EOF
nameserver 10.2.0.10

nameserver 10.2.0.11

search ald.company.lan

EOF

sudo systemctl restart networking
HacTpouTb M4 xocCTa
sudo hostnamectl set-hostname aldprepoOl.ald.company.lan

sudo tee /etc/hosts << EOF

127.0.0.1 localhost.localdomain localhost
10.2.0.12 aldprepo0l.ald.company.lan aldprepo0l
EOF

[06aBUTb NHTEPHET PENO3MTOPUM

sudo tee /etc/apt/sources.list << EOF

deb

https://dl.astralinux.ru/astra/frozen/1.7 x86-64/1.7.6/uu/2/repository-main/
1.7 x86-64 main contrib non-free

deb

https://dl.astralinux.ru/astra/frozen/1.7 x86-64/1.7.6/uu/2/repository-base/
1.7 x86-64 main contrib non-free

EOF

Hobasutb penosuntopuin ALDPro

sudo tee /etc/apt/sources.list.d/aldpro.list << EOF

deb [trusted=yes] https://dl.astralinux.ru/aldpro/frozen/01/2.4.1/
1.7 x86-64 main base

EOF

sudo apt update sudo apt list --upgradable sudo apt dist-upgrade -y -o
Dpkg::0ptions::=--force-confnew

YcTaHoBKa nakeToB ALDPro

sudo DEBIAN FRONTEND=noninteractive apt-get install -y -q aldpro-client
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BBop B noMeH

+0 history
sudo /opt/rbta/aldpro/client/bin/aldpro-client-installer --domain
ald.company.lan --account admin --password 'P@sswOrd' --host aldprepo0l --

gui --force
BbInonHWTL nepesarpysky

sudo reboot

TpacTbl ¢ poMeHoM AD

Conditional forwarder

ipa dnsforwardzone-add win.ad --forwarder=10.2.0.21 --forward-policy=only --
skip-overlap-check

#test

ipa dnsforwardzone-show win.ad

ping windc.win.ad

dig SRV ldap. tcp.win.ad

dig SRV kerberos. tcp.win.ad

TimeSync

w32tm /config /reliable:yes /syncfromflags:manual /manualpeerlist:"ntp.msk-
ix.ru" /update

net stop w32time

net start w32time

w32tm /resync

w32tm /monitor /computers:“ntp.msk-ix.ru"

w32tm /stripchart /computer:ntp.msk-ix.ru

MoarotoBka K «oBepunTesIbHbIM OTHOLLEHNAM», €C/IN Bbl MOHUMaeTe 0 YEM 4...

#sudo ipa-adtrust-install
ipa trustconfig-show

ipa -d -v trust-add --type=ad win.ad --admin intern --password --two-
way=true

MoMoraLwuku

e sudo aldpro-gpupdate -swp [-gp] - TONKHYTb rpynnoBble NOJUTUKN
e sudo aldpro-roles -iud -action install - TONIKHYTb YCTaHOBKY poJien
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