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YcTaHOBKa TeCTOBOM cpenbl € JMS 4 LX

NMoprotoBka cepBepa ALSE 1.7.4 pna JMS4LX

MopTbl Ans nogknoveHmin: JMS: 5000, 5001/tcp JWA: 8120, 8121, 8122/tcp

b I'Iepe‘-leHb KOMITOHEHT:

[!1 BuBop NPOrpaEMMHOrD OBECNEYEHWA

B ASHHBIA MOMEHT YCTAHOBAEHA TOABKO OCHOEA CWMCTEME. MCXOAY W3 BalWWx ﬂDTPEﬁHDCTEﬁ, MOXETE
BHﬁPaTb OAWH W GO0AEE W3 rOTOBbX HEﬁDPDB MPOrFEMMHON O ofECNEYEHNA .

BufepMTE YCTAHABAWBAEMOE NPOCPEMMHOE OOBCOEYEHME:

=E

ToE Ufw
HCOPHbBIM 3KPEHOM

<Cnpaska:

lafa] p; <Enter: AEELWMA KHONOK

| [!] AcnoAHuTe BHHE HacTpoRka OC |

BuOEPWMTE Y¥POEEHb SAWWWLEHHOCTW B S3BUCWMMOCTW OT NPWOOPETEHHOW AWLUEHIWW:

MaKCWMaNEHNA YPOBEHE SAWWUEHHOCTW 'CHMOAEHCK '
YCUAEHHLN ¥POBEHE SAWWLEHHOCTY ''BopoHesx'
Eaz0BLW ¥POBEHL SalWWUeHHOCTK 'Open’’ <CnpaBka:

e [lon. HaCTpoOnKu:
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| [11] AonoaHuTensHele HacTpoRkn OC |

Bw MO¥ETE HACTPOWTE MapaMeTpe OesonacHOCTW OC B SABMCUMMOCTY OT BwOPAHHOrO PexvMa pafoTwl,
OTKANYWTE SETOMATWUECKYH HECTROWKY CETW W HACTPOWTE CUCTEMHBIE YACH .

A0ONoAHUTENRHEE HECTPOWKK OC

COHTPOME LEAOCTHOCTH
Y IPE M

<[IPOADARN TR <Crnpaeka:

e 3apaTb hostname

sudo hostnamectl set-hostname jms
nano /etc/hosts

cat
localhost

jms.ald.sovint.ru jms

e BBecTn KoMMblOTEP B OMEH:

sudo tee /etc/security/limits.d -fsize.conf dev/null << EOF
* hard fsize unlimited
* soft fsize unlimited

EOF
sudo apt install astra-ad-sssd-client -y
sudo astra-ad-sssd-client -y -d server.domain -u

defaults.domainadmin
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ed Metlogon info from: dcBl.ald.sovint.ru
ompu n -d
1l for computer account in directory: CH=JMS,CH=Computers,DC=a v int, OC

nt.
nt.

whi
Ad the entr the N ) FILE: /e
Added the entri to t tab: 5 ALD.S =g
Added the i

enrol
fs_idmap_ .50 gna Npe

npo 5 I, HED guMo MNEepe
astra-admi '

» sudo apt install postgresql
sudo -u postgres psql -c "ALTER USER \"postgres\" WITH PASSWORD
'"VzHgRoC7cvWgMEHjgrkw"' ;"

e #ycTaHOBUTb U3 base repo
sudo apt install gss-ntlmssp -y

e sudo tee ./InitialConfigurationAD.ini << EOF
[service]
execPath=/opt/eap-engine/Aladdin.EAP.Engine
integrationManagerUrls=http://*:8120
controlManagerUrls=http://localhost:8119
authenticationManagerUrls=http://*:8121
clientManagerUrls=http://*:8122

[database]

type=PostgreSQL
serverAddress=127.0.0.1
serverPort=5432
databaseName=JMS4DB-AD
serverLogin=postgres
serverPassword=VzHgRoC7cvWgMEH] qrkw
databaselLogin=postgres
databasePassword=VzHgRoC7cvWgMEH] qrkw

[accountSystem]

type=AD

name=ald.sovint.ru
serverAddress=dc0l.ald.sovint. ru
serverPort=389
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container=0U=root,dc=ald,dc=sovint,dc=ru
userName=CN=jmsuser,0U=root,DC=ald,DC=sovint,DC=ru
password=0680i7Pk8M5jxdcYnMbs
disabledContainers=Program Data,System,Application
useSsl=false

;useSsl=true

mapping=false

attributes=*

referralChasing=false

[primaryUser]
accountName=jmsadmin

[licenses]
path=/opt/eap-engine/licenses/ald.sovint.ru.lic
EOF
* YCTAHOBUTb CEPBEPHYIO YacTb JMS:
apt install -f /distrib/aladdin-eap-engine 4.1.0.6244 x64.deb
e sudo mkdir /opt/eap-engine/licenses/ -pv
sudo cp /distrib/ald.sovint.ru.lic /opt/eap-engine/licenses/ -v

e YCTaHOBKa KOPHEBOIro cepTudmMKaTa AOMeEHa:

sudo cp -v rootca.crt /usr/local/share/ca-certificates
sudo update-ca-certificates

e HayanbHas KOHMUrypaumnsa:

sudo Aladdin.EAP.Agent.Terminal server initialize -p
distrib/InitialConfiguration.ini

NOn=s=a20BAT&JIH:

e systemctl status eap-engine
Aladdin.EAP.Agent.Terminal server status

e YCTaHOBUTb CEPBEPHYIO YacCTb Beb-KOHCONM JMS:
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apt install -f /distrib/aladdin-eap-web-admin 4.1.0.6244 x64.deb

e sudo tee /opt/eap-web-admin/appsettings.json EOF

"Logging":
“LogLevel":
“Default": "Information",
"Microsoft": "Warning",
"Microsoft.Hosting.Lifetime": "Information"

"AllowedHosts": "*",

"Kestrel":
"Endpoints":
"Http":
"Url": "http://0.0.0.0:5000"

’

“WebAdminSettings":
"IntegrationApiUrl": "http://localhost:8120",
"AuthenticationApiUrl": "http://localhost:8121",
"WebAgentUrl": "http://localhost:5601",
"ShowWebAgentError": false,
"LicenseStatus":
"NotificationDaysCount": 30,
“NotificationInterval"”: 600

"RetrySettings":

"Enabled": true,

"RetryTimeout": 10000,

"RetryCount": 10,

"RetryStatusCodes": 503
"UseActiveDirectoryVirtuallListView": false,
"DefaultActiveDirectoryMaxSizelLimit": 100,
“SyncTokenSettings":

"CheckSyncTimeout": 120,

"TotalSyncTimeout": 600

’

"DataProtectionOptions":
"ApplicationName": "Aladdin.EAP.Admin.Web",
"KeyLocation": "/var/aladdin/eap-engine/keys/",
"KeyLifetimeDays": 90
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EOF

systemctl restart eap-web-admin

e mkdir /etc/aladdin/eap-web-admin/ssl
cp -v /distrib/jms.pfx /etc/aladdin/eap-web-admin/ssl

Aladdin.EAP.Agent.Terminal ssl enable --path /etc/aladdin/eap-web-
admin/ssl/jms.pfx --password

sed -1
's/"IntegrationApiUrl":.*/"IntegrationApiUrl":"https:\/\/jms.ald.sovint
.ru:8120",/9"' /etc/aladdin/eap-web-admin/appsettings.json

sed -i
's/"AuthenticationApiUrl":.*/"AuthenticationApiUrl":"https:\/\/jms.ald.
sovint.ru:8121",/g"' /etc/aladdin/eap-web-admin/appsettings.json

nano /etc/aladdin/eap-web-admin/appsettings.json

"Kestrel": {
"Endpoints": {
"Http": {
"Url": "http://localhost:5001"
b
"Https": {
"Url": "https://*:5000",
"Certificate": {
"Path": "/etc/aladdin/eap-web-admin/ssl/jms.pfx",
"Password": "1234567890"
}
}
}

}I

systemctl restart eap-web-admin

esed -i 's/"AuthApiURL":.*/"AuthApiURL":
https\/\/jms.ald.sovint.ru:8121/g' /etc/aladdin/jwa-
service/appsettings.json
sed -i 's/"ClientApiURL":.*/"ClientApiURL":
https\/\/jms.ald.sovint.ru:8122/g' /etc/aladdin/jwa-
service/appsettings.json

e sudo Aladdin.EAP.Agent.Terminal certificates install --path
jms _enroll.pfx --password
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YctaHoBka JMS Web Agent

e sudo apt install pcscd -y
sudo apt install -f ./jcpkcsll-2 2.9.0.874 al x64.deb
sudo apt install -f ./aladdin-jms-web-agent 4.1.0.62.44 x64.deb
opt/jms-client/Aladdin.JMS.WebAgent --jms-host jms.ald.sovint.ru —-
jms-web-
host jms.ald.sovint.ru
opt/jms-client/jwa-service.sh bg

UMnopT cepTudukaTos

HacTtpouka MSCA Proxy

Bxonswme nopThl: 6610, 6611 TCP

e YctaHosuTb .NET 4.8 Framework https://go.microsoft.com/fwlink/?linkid=2088631
e YctaHosuTb Aladdin.CAProxyService-1.0.0.4-x64

e netsh http add sslcert ipport=0.0.0.0:6611
certhash=fd20805c859%9aedb31de3e12b3800db6c99ca7429
appid={670f608f-28ad-4724-8264-7b3cOeb2dfd6}

e BbinoNHUTBL NpoBepKy paboTel cepBuca: http://localhost:6610/api/ca/ping
e Co3paTb MoJsib3oBaTeNs
o ca_proxy_user
e Co3paTb rpynny
o CA_PROXY_GROUP
o BkJIOYUTL B rpynny CA_PROXY_GROUP nosib30BaTens ca_proxy_user
e 3anyCcTuTb reg-tann

Windows Registry Editor Version 5.00

HKEY LOCAL MACHINE\SOFTWARE\Aladdin\CA Proxy Service\MSCAProxyWebApi
"MSCAProxyWebApiAddresses"="http://*:6610, https://*:6611"
"AuthorizeAsGroupMember"="CA PROXY GROUP"
"AuthorizationGroupStore"="Machine"

e [lepe3anycTuTb cnyxby

net stop CAProxySvc default
net start CAProxySvc default
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HacTtpouka npocdunen JMS

Certificate Authority

LWa6non JMS Web Server

e Certification Authority - Certificate Templates -» Manage
o Web Server - Duplicate Template
= General
e Template display name: JMS Web Server
Request Handling
¢ Allow private key to be exported
Subject Name:
e Supply in the request
Extensions
e Key Usage:
o Digital Signature
o Allow key exchange only with key ecryption (key encipherment)
Security:
e YKa3aTb Y3, KOTOpasi CMOXET BbINyCTUTb CEPTUDUKAT
o Allow: Read, Write, Enroll
o Certification Authority - Certificate Templates - New
= JMS Web Server

Boinyctutb ceptucdukar JMS Server

e certlm.msc BbinycTuTb cepTudumkaTt ans JMS
o create custom request
= JMS Web Server
e Subject
o Common Name: jms.ald.sovint.ru
o DNS: jms.ald.sovint.ru
¢ Private Key
o Key Options: Make private key exportable
e Extensions
o Key Usage: Digital Signature, Key Encipherment
o JkcnopTupoBaTb cepTudukaT B hopmaTe pxf (onuuio Include all certificatation path if
possible HE YKA3bIBATb!)
o TaK )e, BbIrpy3UTb KOPHEBOWN CepTUDUKAT.

Boinyctutb ceptucdukatr MSCA Proxy

e certlm.msc BbinycTuTb cepTudumkat gns JMS
o create custom request
= JMS Web Server
e Subject
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o Common Name: mscaproxy.ald.sovint.ru
o DNS: mscaproxy.ald.sovint.ru
e Extensions
o Key Usage: Digital Signature, Key Encipherment

Boinyctutb ceptucdukar JMS Enroliment Agent Computer

e certlm.msc BbinycTuTb cepTudumkaTt gns JMS
o create custom request
= JMS Enrollment Agent (Computer)
e Subject
o Common Name: jms.ald.sovint.ru
o DNS: jms.ald.sovint.ru
e DKCnopTumpoBaThb B pfx.

Domain Controller

e certim.msc - Boinyctntb ceptudumkat Ha KoHTponnepsl goMeHa no wabnoHy Kerberos
Authentication
e Group Policy Management
o Co3paTb NOAUTUKY, AENCTBYIOLLYIO HA KOMMNbIOTEPL! 4OMEHA:
= Computer Configuration - Policies - Windows Settings - Security Settings -
System Services -» Smart Card Removal Policy -» Automatic
= Computer Configuration - Policies = Windows Settings - Security Settings - Local
Policies = Security Options - Interactive Logon: Smart Card Removal Behavior —»
Disconnect if a remote Remote Desktop Services session

CospnaHue npodpunen JMS

e BbINOMHUTL NMPUBA3KY Npoduaen No yMOAYaHMIO:
o NHnumanunsaumsa JaCarta PKI no ymon4aHutio
o [Tpochnnb BbIMyCKa Mo yMOA4aHMIO
o Mpodunb KINEHTCKOro areHTa no yMoJl4aHuIo
e Co3paTb Npothusib BbiNycka «Beinyck ceptudmkaTos - YU Microsoft CA»
o [poKcu cepsep:
= Agpec npokcu-cepsepa: https://ca.ald.sovint.ru:6611
= JlornH: ca_proxy_user
o TN NoANMCK 3anpoca 13 KOHCONM yrpasneHns JMS: O6wun (nognuch 3anpoca Ha
cepsepe)
o WabnoHbl cepTudrkaTos
* Nlonb3oBaTenb: JMSSmartcardUser
= AgMunHUcTpaTop: JMSSmartcardUser
o Tunbl npunoxxexuni: PKI
o KpunTtonposangep ANa reHepauuy Knodvesown napel: Microsoft Base Smart Card
Crypto Provider
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