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HacTtpouka ayteHTudukaumm Administration
APl JMS B KnacTtepHoOM KOH(Urypauum

imeem knacTep JMS B pexume 6anaHCMPOBKIN Harpy3Kn U3 AByX HOA, Ha Ka)kAoW U3 KOTOPbIX
YyCTaHOBJIEHbI KOMMNOHEHTbI: JMS, JAS, JWM (Data Service+Admin Portal).

Cnyx6bl JMS CTapTytloT 13 NOA BblAEEHHON YYETHOM 3anncy, HanpuMmep corp\jms-service.

Mpn NONbITKE CKOHPUIYypUpoBaTb KOMMOHEHTHI JAS 1 JWM Ha noaknodeHune K knactepy JMS npu
nonagaHum 3anpoca Ha «CBOKD» XXe HOA4Y CTalIKuBaeMcs C ownbkon ayTeHTUGKaLUN:

Enol 16.00.2022 22:56:04 Security-Kerberos 4 Mone b
£ >
Event 4, Security-Kerberos x
General  Details
The Kerberos client received a KRE_AP_ERR_MODIFIED error from the ser\re‘ c\ln-jm:C"IS.I he target name used wa! HTTP/jms.corp om. ! his indicates that the target server failed to decrypt the ticket
provided by the client. This can occur when the target server principal name 15 registered on an account othy service is using. Ensure that the target SPM is only registered on
the account used by the server. This error can also happen if the target service account passwerd is different than what is configured on the Kerberos Key Distribution Center for that target service. Ensure that
the service on the server and the KDC are both configured to use the same password. If the server name is not fully qualified, and the target domain (CORP.LUKOIL.COM] is different from the client domain
(CORP.LUKOIL.COM), check if there are identically named server accounts in these two domains, or use the fully-qualified name to identify the server.
B nore Wireshark Tak)xe BugHo, 4To nojsilydaem otnayn no Kerberos ayTeHTUuKauunu.
‘ 19 @7:12:58,432367 16.281.96.33 168.281.195.62 HTTP 199 HTTP/1.1 481 Unauthorized
2@ @7:12:58,433302 108.2081.195.69 10.201.96.33 HTTP 199 HTTP/1.1 481 Unauthorized
21 @7:12:58,433438 10.201.96.33 16.201.195.69 HTTP/X... 476 POST /EAPEngine/Default/IntegrationManager HTTP/1.1
‘ 22 @7:12:58,433938 10.201.195.62 16.201.96.33 HTTP/X.. 476 POST /EAPEngine/Default/IntegrationManager HTTP/1.1
23 87:12:58,453474 108.281.96.33 1€.201.195.69 HTTP 385 POST /EAPEngine/Default/IntegrationManager HTTP/1.1 , NTLMSSP_NEGOTIATE
24 87:12:58,455628 10.201.195.62 18.201.96.33 HTTP 385 POST /EAPEngine/Default/IntegrationManager HTTP/1.1 , NTLMSSP_MNEGOTIATE
‘ 25 @7:12:58,457227 168.281.96.33 16.281.195.62 HTTP 588 HTTP/1.1 481 Unauthorized , NTLMSSP_CHALLENGE
26 @7:12:58,458322 108.2@81.195.69 108.201.96.33 HTTP 5@@ HTTP/1.1 481 Unauthorized , NTLMSSP_CHALLENGE
‘ 29 @7:12:58,462244 10.201.96.33 16.201.195.62 HTTP 199 HTTP/1.1 481 Unauthorized
3@ @7:12:58,463284 108.201.195.69 16.201.96.33 HTTP 199 HTTP/1.1 481 Unauthorized
31 @7:12:58,463397  10.281.96.33 16.2081.195.69 HTTP/X.. 476 POST /EAPEngine/Default/IntegrationManager HTTP/1.1 , NTLMSSP_AUTH, User: corp. .com\jms-service
+ 32 87:12:58,463923  18.381.195.62 116.201.96.33 HTTP/X.. 476 POST /EAPEngine/Default/IntegrationManager HTTP/1.1 , NTLMSSP_AUTH, User: corp. .com\jms-service

Ona ucnpasneHma nogobHom ownbkm AO0CTaTOYHO NponucaTb A0NOAHUTENbHbLIN SPN «HTTP/» B
CNY>KeOHYI0 YYeTHYI0 3anuchb:

setspn -A HTTP/fqdn.jms.loadbalancer corp\jms-service

, roe fgdn.jms.loadbalancer - FQDN knactepa, corp\jms-service - ums cny>xebHon Y3.

TioHUHr ayTeHTUPUukauum JWM (Auth u Data
Service) npu paboTte B pexxume
0anaHCUPOBKM.

AHaNoOrnyHo, yCnoBMeEM ycnexa ABnseTcs Haamdmne y cnyxebHon 3anmucn SPN ¢ npecdukcom HTTP/.
[onosHNTEeNbHO HEOOX0AMMO HaCTPOUTbL ayTeHTUhMKaumno B IIS, T.K. He NOAYYUTCS BbINOJHUTD
ayTEHTUPUKALMIO N0 KNAaCTEPHOMY UMEHMN.

OTkpbiBaem IIS Manager n gns BupTyanbHbix nanok Auth n Api 3axogum B pasgen Configuration
Editor.
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q__ij Internet Information Services (115) Manager

f'('_ ::F' b SET-JIMS0T » Sites » Default Web Site » IMS » Auth »

File View Help

Connections .
I D /MS/Auth Home
- HH_EJ Start Page Filter: - i %Shﬂwﬂ” G

w -85 SRT-JIMS501 (CORP\jms-servic
-5} Application Pools 115

v.sl Sites B v:_| -
v @ Default Web Site 1 ) (V] =D

é.ﬂxuthenticati Compression  Default Directory

.............. O Document  Browsing
¥ &8 @&
Output Request 550 Settings

Caching Filtering

Management

Nanee B napameTpe useAppPoolCredentials no nyTtu
system.webServer/security/authentication/windowsAuthentication BbiCTaBnseM 3HavyeHue true.

&g Start Page [ Section: system.web5erver/security/authentication/windowsAuthentic v] From: ApplicationHost.config <location path='Default Web Site/IM! -
w €5 SRT-JMS01 (CORP\jms-servic
(22 Application Pools v Deepest Path: MACHINE/WEBROOT/APPHOST/Default Web Site/JMS/Auth
v .[&] Sites authPersisthonMNTLM True
- Q Default Web Site authPersistSingleRequest False
w al IMS enabled True
) :9‘ Admin »  extendedProtection
: ¥ Api oviders (Count=2)
3 auh T —— :
- Private useKernelMode True

Mepe3arpy>aem cepeep.
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